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Abstract. The astounding trend of increasing the number of connected IoT devices
reflects the growing importance of this technology in industry, healthcare, the
domestic sphere, and other sectors. However, with the expansion of IoT capabilities,
the number of challenges also rises, particularly regarding the security of these
devices, many of which are characterised by limited resources such as memory,
power consumption, computational power, and network bandwidth. This article
examines the key challenges associated with ensuring the security of IoT devices
and proposes potential solutions and optimisation strategies that consider these
limitations. The primary focus is developing and analysing lightweight cryptographic
algorithms capable of providing robust data protection with minimal resource usage.
The article also discusses efficient energy management strategies and optimising
memory usage in IoT devices. Emphasis is placed on developing adaptive security
mechanisms that can effectively respond to dynamic operational conditions and
resource constraints. It is noted that further research and development should focus
on creating integrated solutions that combine hardware, software, and managerial
aspects to optimise the overall efficiency and security of IoT systems.'
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1. Introduction

Embedded Internet of Things (IoT) devices have gained widespread use in various
sectors, including industry, agriculture, healthcare, transportation, household sys-
tems, and smart cities [47]. These devices provide process automation, environmental
monitoring, efficient resource management, and improved quality of life. The ability of
IoT devices to collect, process, and transmit data in real-time opens up new opportu-
nities for enhancing productivity and creating innovative solutions across different
fields [2].

Figure 1 shows a graph illustrating the growth in the number of embedded IoT
devices over recent years. As can be seen, the number of such devices has steadily
increased, demonstrating remarkable growth from 10.0 billion in 2019 to 16.6 billion
in 2023. This trend reflects the growing importance of IoT devices in various sectors,
including industry, household systems, healthcare, and other fields [24].

In modern understanding, the term “IoT devices” encompasses many devices con-
nected to the Internet of Things network. These devices collect, process, and transmit
data over the network. IoT devices can include large industrial sensors and small
household devices that perform specific functions within a networked environment.
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Figure 1: Growth in the number of embedded IoT devices from 2019 to 2023 (in billions) [41].

Embedded IoT devices are a subcategory of 10T devices. In addition to being network-
connected, they have limited resources such as computational power, memory, and
energy consumption. They are designed as embedded components for operation within
larger systems, particularly in limited space or energy usage conditions, making them
indispensable in distributed information systems in industries, healthcare, and other
sectors.

Embedded IoT devices are compact, integrated devices embedded in various objects
capable of collecting, processing, and utilizing data and exchanging it over a network
without direct human involvement [23]. These devices provide automation and moni-
toring in various fields, from household systems to industrial processes, using their
computational resources to perform their functions [19, 38].

The significance of embedded IoT devices lies in their ability to add intelligence and
functionality to different systems, facilitating data collection, process automation, and
productivity enhancement [8]. They have become an essential element in advancing
technologies and the development of the connected world [6].

However, the security of embedded IoT devices has become a key issue limiting
their application [11]. This problem arises from the imbalance between the potentially
high functionality of such devices and their resource constraints [21]. The limited
computational power and memory resources of embedded devices typically complicate
the implementation of robust security mechanisms to prevent unauthorized access to
data and control the flow of information processes [45]. This poses serious challenges
in ensuring security, as these devices may become targets of external attacks with
critical consequences of both technical and humanitarian-legal nature [18, 40].

The main challenges in ensuring the security of embedded IoT devices are their
insufficient protection and vulnerability to cyberattacks due to limited support for en-
cryption and authentication and inadequate capabilities for detecting and responding
to potential threats.

This study aims to analyze the security challenges faced by resource-constrained
embedded IoT devices and develop optimized cryptographic strategies that provide ad-
equate data protection without excessively using the device’s resources. The research
focuses on adapting lightweight cryptographic algorithms to the constraints of limited
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computational power, energy consumption, and memory, enabling improved security
for these devices in real-world operational conditions.

2. Related works

Numerous studies are dedicated to the security issues of embedded 0T devices
with limited resources [5, 29]. Many of them indicate that the physical constraints
of such devices complicate the implementation of comprehensive security measures
and are the primary cause of numerous vulnerabilities. In these security studies, the
importance of embedded IoT device security has garnered significant interest due to
its crucial role in daily life, industry, and infrastructure. Many works highlight the
fundamental challenge of the mismatch between data protection needs and the limited
resources of the devices.

Meneghello et al. [26] investigated the primary vulnerabilities of IoT devices, indicat-
ing that limited computational resources, memory, and power significantly impact the
effectiveness of security measures. Their research showed that most devices cannot
implement robust cryptographic algorithms due to these limitations, making them
vulnerable to attacks.

Jiang, Lora and Chattopadhyay [17], justifying the importance of implementing
lightweight cryptographic methods, conducted an experimental analysis of vulnerabili-
ties in industrial IoT devices. They found that even minimal protective measures can
significantly enhance security, but their implementation requires adaptation to the
specific constraints of limited resources.

Tiburski et al. [44] proposed a lightweight security architecture based on virtual-
ization and trust mechanisms for IoT devices. Their approach ensures the necessary
level of protection with minimal resource consumption, which is critically essential for
embedded systems with limited resources.

Notably, Rajesh et al. [30] presents an efficient, lightweight, symmetric encryption
scheme for transmitting text files between embedded IoT devices. Their results
showed that using optimized cryptographic methods can significantly reduce resource
consumption without compromising the level of protection.

Rozlomii et al. [31], Yar et al. [46] proposed an authorization scheme for smart
homes that provides a high level of security with limited computational resources.
They emphasize the importance of developing efficient authentication algorithms that
can operate under resource constraints.

Thus, the existing scientific and practical results indicate the need to develop and
implement effective security methods for embedded IoT devices, considering their lim-
ited resources and the necessity for a high level of protection. Special attention should
be given to creating adaptive authentication mechanisms and cryptographic protection
optimally utilising the devices’ available resources. Advancing these technologies is a
key direction for future research to ensure reliable IoT system security in the face of
dynamically evolving threats.

3. Architecture and constraints of embedded IoT devices

The resource constraints of embedded IoT devices arise from the need to create
compact, energy-efficient, and cost-effective devices. Embedded IoT devices often need
to operate autonomously, using limited power sources such as batteries or consuming
minimal energy for prolonged operation [32]. Consequently, their components must
be optimized to perform specific tasks with minimal resource expenditure.

From a security perspective, these constraints pose additional challenges. Ensuring
reliable data protection and uninterrupted device operation becomes more complex due
to the limited capacity to implement sophisticated cryptographic algorithms, process
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large volumes of data, and maintain constant threat monitoring [36]. Therefore,
it is necessary to develop specialized solutions that consider these limitations and
effectively ensure the security of embedded IoT devices.

3.1. Architecture of embedded IoT devices

The architecture of embedded IoT devices includes three main components: sensors
and actuators, data processors, and network interfaces [48]. Each of these compo-
nents plays a critical role in the functioning of 10T systems, ensuring data collection,
processing, and transmission.

3.1.1. Sensors and actuators

Sensors gather information from the surrounding environment by measuring tem-
perature, humidity, light intensity, pressure, and motion. They are characterized by
sensitivity, measurement range, accuracy, energy consumption, and data transmis-
sion speed. Conversely, actuators perform actions based on the received data and can
be electromechanical, pneumatic, or hydraulic. They are characterized by response
speed, positioning accuracy, power, and energy consumption.

Among the popular sensor models are the DHT22 for temperature and humidity
measurement, MPU6050 for accelerometer and gyroscope measurements, and BH1750
for light intensity measurement. Actuators such as the SG90 servo motor, 28BYJ-48
stepper motor, and micro-pumps for fluid control are widely used in various IoT
projects.

3.1.2. Data processors

Data processors include microcontrollers and specialized computing systems that
process and analyze collected data. They are characterized by computational power,
memory size, energy consumption, and support for various communication protocols.
For example, the ESP32 supports Wi-Fi and Bluetooth, has a dual-core processor, and
520 KB of SRAM, while the Arduino Uno is based on the ATmega328P microcontroller,
has 2 KB of SRAM, and 32 KB of flash memory. Raspberry Pi Zero W, a single-board
computer with Wi-Fi and Bluetooth support, has 512 MB of RAM and a powerful
Broadcom BCM2835 processor [12].

3.1.3. Network interfaces

Network interfaces communicate with the external environment through various
protocols such as Wi-Fi, Bluetooth, LoRa, Zigbee, and NB-IoT. They are characterized
by range, data transmission speed, energy consumption, and resistance to interference.
Among the popular models are Wi-Fi modules ESP8266 and ESP32, Bluetooth modules
HM-10 and HC-05, LoRa modules SX1276 and RFM95W, and Zigbee modules XBee
S2C.

3.2. Primary functions of embedded IoT devices

Embedded IoT devices perform various core functions, ensuring efficient operation
and network integration. These functions include data collection, processing, trans-
mission, and actuator control. Each of these functions has its characteristics and
requirements for the hardware and software components of the devices [25].

1. Data collection is a primary function of any IoT device. Embedded sensors gather
information from the surrounding environment, such as temperature, humidity,
light intensity, pressure, motion, etc. This process involves several stages:

¢ sensor initialization — configuring and preparing sensors for data collection;
¢ periodic data reading — regular retrieval of readings from the sensors;

* preprocessing of data — filtering and normalization of data for further pro-
cessing;
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¢ data storage — storing collected data in internal memory or transmitting it to
a data processor.

2. Data processing is the next step after their collection. This function involves
analyzing and interpreting the gathered information to derive useful insights or
determine necessary actions. Data processing may involve several stages:

* data retrieval — obtaining data from internal memory or sensors in real-time;

* processing algorithms — applying data processing and analysis methods such
as filtering, aggregation, or machine learning;

* action determination — making decisions based on processed data;

* results storage — saving the processed results for further use or transmission.

3. Data transmission is a crucial function that facilitates communication between
embedded IoT devices and other systems or devices. This includes transmitting
data through network interfaces such as Wi-Fi, Bluetooth, LoRa, Zigbee, or
NB-IoT. The key stages of this function include:

* network connection — establishing a connection to the network using the
appropriate protocol;

* data transmission — sending collected and processed data to servers or other
devices;

* data reception — receiving data from other devices or systems for further
processing;

* security provision — encrypting and authenticating data to protect against
unauthorized access.

4. Actuator control is the final function of embedded IoT devices, allowing interaction
with the physical world based on collected and processed data. This includes:

¢ command reception — receiving instructions from the data processor or other
systems;

* actuator initialization — preparing actuators for executing commands;

* action execution — activating or adjusting actuators to perform necessary
tasks;

¢ feedback — providing feedback to the data processor about executing com-
mands.

The listed functions of embedded 10T devices constitute the primary spectrum of
their functional and technical advantages. Still, they have limitations associated with
deployment platforms and methods of ensuring autonomy.

3.3. Resource constraints of embedded IoT devices

Embedded IoT devices often operate under strict resource constraints, significantly
complicating their security and efficiency. The primary resources subject to limitations
include computational power, energy consumption, memory, and network bandwidth.
Let us examine them in more detail.

1. Execution of complex computations due to limited computational power. This may
result in constraints on applying complex encryption algorithms and the perfor-
mance of computationally intensive operations, reducing the device’s security
level.

2. Memory. The limited memory capacity in embedded devices complicates the
storage of a large amount of data and software. This can reduce the available
resources for storing encryption keys, user data, and other critical elements,
increasing vulnerability to attacks.
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3. Power supply. Embedded 10T devices often run on autonomous power sources
or have limited power consumption. This limitation in power supply can lead to
unforeseen interruptions in device operation or limit security capabilities, as the
device may shut down or enter low-power mode, reducing its ability to detect and
respond to potential threats.

4. Network bandwidth. Many IoT devices are connected to networks with limited
bandwidth, which can result in data transmission delays and reduced overall
system performance. This requires efficient data compression methods and
optimization of network protocols to minimize traffic and ensure reliable commu-
nication.

The mentioned constraints affect embedded devices’ capabilities in implementing
robust security measures and pose challenges in ensuring reliability and data protec-
tion.

4. Vulnerabilities of the security systems in embedded IoT devices

One of the key issues in the field of embedded IoT devices is the presence of
vulnerabilities that can be exploited for attacks and security breaches. Securing
embedded IoT devices becomes crucial as these devices are used in various life
domains, ranging from household systems to critical infrastructure [10, 20, 28].
However, they also become a heightened focus for cybercriminals due to a range of
vulnerabilities:

1. Inadequate authentication and authorization. A low level of authentication can
serve as a starting point for unauthorized access to the device. The absence of
robust user identity verification methods, weak passwords, or simple authoriza-
tion methods can be entry points for cyber-attacks [9]. This can occur due to
inadequate determination of access rights to device functions or data. In the
absence of authentication, the likelihood of a successful attack on the device can
be described by the following formula:

P(A) = N x 100%, (1)
Ny
where P(A) is the probability of an attack, N; is the number of successful attacks,
N, is the total number of attack attempts.

2. Insufficient cryptographic protection. 10T devices’ weak or outdated encryption
algorithms make data more vulnerable to interception and compromise. Suppose
encryption employs keys of insufficient length or is vulnerable to known attacks.
In that case, there is a risk of compromising the confidentiality and integrity of
data and threats to their availability. To determine the effectiveness of encryption,
the Shannon encryption model can be utilized:

C = log, (1 + S) , 2)

N
where C is the channel capacity, S is the signal power, N is the noise level.

3. Insufficient software updates: Limited memory in embedded devices can compli-
cate the software update process. This creates a risk of temporary or permanent
vulnerability of the device to new threats or vulnerabilities, as it may remain
without updates to apply security patches or fix software defects that ensure
security.
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5. Security risks of embedded IoT devices

In the network of embedded IoT devices, ensuring security remains one of the main
challenges. This is particularly crucial due to the limited resources characterizing
these devices. Examining memory, energy consumption, and computational power
issues, it can be observed that these aspects serve as potential security threats [15].

The limitation of memory in embedded systems complicates not only data storage
but also the implementation of effective encryption methods. The reduced operational
duration due to limited energy consumption becomes a starting point for potential DoS
attacks [37]. Additionally, limited computational power complicates the application of
robust encryption and authentication methods.

Considering memory, energy consumption, network bandwidth, and computational
power, we can determine that:

* Memory limitations in embedded devices can lead to buffer overflows and
constraints in storing encryption keys, complicating the cryptographic protection
of information.

¢ Energy supply is a fundamental factor limiting the operational duration of
devices and the risk of potential DoS attacks due to targeted expenditure of
limited energy.

* Limited computational power complicates the application of complex encryption
algorithms and may contribute to executing malicious code in case of insufficient
input data validation.

* Network bandwidth is another crucial aspect that impacts the security of
embedded IoT devices. Limited network bandwidth can pose several serious
security risks, such as congestion, insufficient bandwidth, and denial-of-service
attacks.

The discussed limitations expose risks that need to be carefully considered and
adequately addressed in embedded IoT devices to ensure the reliability, confidentiality,
and integrity of the processed data.

5.1. Risks due to limited power consumption

Limited memory capabilities can cause issues in implementing cryptographic pro-
tection for embedded devices due to buffer overflows and restricted capacity for key
storage:

1. Buffer overflow allows embedding malicious code or executing code in vulner-
able areas. The result is the emergence of vulnerabilities that attackers can
exploit. Attacks leveraging these vulnerabilities may lead to system compromise,
unauthorized code execution, or leakage of sensitive data.

2. Due to the limited memory capabilities of embedded IoT devices to store encryp-
tion keys, there is a risk of their compromise. This is due to the complexity
of storing and managing encryption keys, which is critical for ensuring data
security. Having diverse keys for various encryption tasks for system security
is essential. However, providing the necessary volume of unique keys for data
encryption may be challenging due to limited memory. Key management also
becomes a challenge due to limited resources. For information security, keys
must be efficiently stored, updated, and rotated. However, limited memory can
restrict the capacity for storing and processing key information, complicating
their effective management. Thus, the complex storage and management of keys
can be a foundation for their compromise. If keys are not stored or managed
correctly, they can become more accessible to attackers or increase the likelihood
of system vulnerabilities to attacks aimed at obtaining these keys.
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Considering the limited memory capabilities of embedded IoT devices, cryptographic
protection may become vulnerable due to buffer overflows and difficulties in storing
encryption keys. The structure of these issues is schematically illustrated in figure 2.

Limited memory resources

Cryptography
/ \
Overflow buffers Compromise keys
Vulnerabilities systems Complicated key management

Figure 2: The relationship between memory constraints and the security of IoT devices.

5.2. Risks arising from memory limitations

Energy consumption of an embedded system may be insufficient for cryptographic
protection due to the design features of autonomous IoT modules and the inten-
tional unauthorized impact on their power components. Threats related to energy
consumption pose a wide range of security risks for the system:

1. Energy attacks aimed at reducing the energy consumption of IoT devices pose a
serious threat to their normal functioning. These attacks can be implemented by
constantly activating devices, prompting them to consume excessive energy. The
consequence of such excessive energy consumption can be the depletion of the
device’s battery, leading to its shutdown or disruption of regular operation. This
can be problematic, especially for devices operating on batteries or in conditions
of limited power supply. Continuous excessive energy consumption can decrease
device performance and efficiency, making it more vulnerable to various attacks
or limiting security capabilities due to insufficient energy for the normal operation
of protective mechanisms.

2. Limited charge in an autonomous energy source can cause unforeseen inter-
ruptions in the device’s operation, creating serious security risks. When energy
becomes restricted, the device may abruptly shut down or transition into a low-
power mode. Such interruptions in operation can decrease the device’s reliability
and may be exploited by malicious actors for attacks. As a result, data being
processed or stored in the device at that moment may be lost or damaged. These
unforeseen halts can create a window of opportunity for attacks on the device or
its data, as they may be unavailable for protection or remain unprotected during
such times.

3. Reaction delays. Limited energy consumption in embedded IoT devices aimed at
energy conservation can significantly impact their response time when detecting
threats or attacks. This can lead to delays in identifying anomalies or responding
to potential threats in the network. For energy-saving purposes, a device may
operate in a standby mode, during which it is inactive or does not perform specific
operations. In this mode, it may be less responsive to changes or anomalous
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situations, as it consumes minimal energy, affecting its ability to respond to
real-time events. This delay in response can be critical in the case of rapidly
evolving threats or attacks, where an immediate response is required to avoid
potential consequences. Limited energy consumption may impede the detection
or reaction to such events, increasing the risk to the system’s security. These
delays in detection or response can impact the overall reliability and security of
the device in the face of persistent attacks or threats.

4. Impact on encryption algorithms. Encryption algorithms may be employed to
ensure the security of IoT device data. However, their usage may be restricted in
low energy consumption modes, and less effective algorithms may be selected [35].
This creates a risk of reducing the data protection level, as using less reliable
encryption methods can make data more vulnerable to attacks by malicious
actors. Limited energy consumption can affect the efficiency of encryption in
embedded devices. The compromise between energy savings and encryption
efficiency can increase devices’ vulnerability to potential threats and cyber-
attacks. In turn, the reduction in the level of data protection due to the use of
less reliable encryption methods can complicate the recovery or protection of
information in the event of attacks or unauthorized access to the device.

5. Low battery levels can significantly impact the effectiveness of cryptographic
methods used to protect data. Cryptographic algorithms that demand substantial
computational resources may operate unstably or lose efficiency due to limited
energy supply. This can reduce the speed or accuracy of applying cryptographic
methods, diminishing the level of data protection. With low battery charges, a
device may lack sufficient power to implement complex encryption algorithms
effectively, resulting in increased data processing times or even a decrease in
the level of protection. Such unstable operation of cryptographic methods can
compromise the device’s security, making it more vulnerable to attacks.

6. Recovery after power loss. Restoring the operation of an embedded IoT device
to its correct functional state can be challenging following a power loss. During
sudden shutdowns or disconnections, the device may lose information about its
previous state and current data. The difficulty or even impossibility of returning
to the previous state directly affects its reliability and functionality.

Let us consider the effectiveness of protection against attacks when using an
encryption algorithm where efficiency is denoted as F, the battery level is B, and the
type of cryptographic methodology is C. One of the possible models of efficiency has
the form of a linear function:

E=m-B+c-C, 3)

where m and c¢ are parameters reflecting the influence of the battery level and the type
of cryptographic methodology, respectively.

Let us assume the values of the coefficients are as follows: m = 0.5 and ¢ = 0.8. The
battery level (B) varies from 1 to 10, and the cryptographic methodology parameter
(C) can take values of 1 or 2. The possible values of data protection efficiency (F),
calculated using model (1) and these parameters, are presented in table 1.

The linear model (3) can be adapted to more complex dependencies, following the
example of a quadratic model:

E=a-B*4+b-C?+d-B-C +e, (4)

where a, b, d, e are coefficients reflecting the interaction of the battery level and the
type of cryptographic methodology on the effectiveness of data protection.
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Table 1
Evaluation of the energy-based attack protection efficiency model for an embedded device.

Protection efficiency £
C=1 c=2

05-1+08-1=13 05-1+08-2=2.1
05-2+08-1=18 05-2+08-2=26
05-3+08-1=23 05-3+08-2=3.1
05-4+08-1=28 05-4+08-2=3.6
05-5+08-1=33 05-5+08-2=4.1
05-6+08-1=38 05:-6+08-2=4.6
05-7+08-1=43 05-7+08-2=5.1
05-84+08-1=48 05-8+0.8-2=5.6
05-9+08-1=53 05-9+08-2=6.1
05-104+08-1=58 05-104+0.8-2=6.6

Charge level B

OOON®UDWN =

Models (3) and (4) can be supported and refined through experiments, data analysis,
and parameter tuning, considering the influence of various factors on the effective-
ness of data protection at specific battery levels and specific types of cryptographic
methodologies.

5.3. Risks due to limited computational power

Cryptographic protection algorithms, in general, are quite complex and resource-
intensive regarding the computational resources of their technical platform [4]. There-
fore, the insufficient computational power of IoT devices has several consequences for
their security:

1. Limited capacity for strong encryption application. The incompatibility of the
computational resources of the embedded device with the requirements of strong,
computationally complex encryption algorithms creates a risk of resorting to
weaker encryption methods. This limitation may compel the device to choose
less resource-intensive computational methods, which, in turn, may have lower
resistance to cyberattacks.

2. Authentication failure due to resource constraints. Computational limitations can
diminish the suitability of an embedded device for implementing robust identity
verification methods, such as biometric data or complex encryption algorithms,
thereby increasing vulnerability to attacks. Additionally, the limited memory of
embedded devices can complicate storing and managing authentication-related
data, such as passwords, keys, or cyphers. This may lead to less secure methods
for storing identification information or a reduction in the number of available
authentication methods. Therefore, the challenge of implementing proper au-
thentication in embedded devices is associated with the potential complexity of
authentication algorithms and ensuring secure processes for storing and manag-
ing identity information. Moreover, the constraint on computational power may
negatively impact the authentication process itself, resulting in the implemen-
tation of slower or less reliable authentication processes. The limited speed of
the embedded device in processing authentication requests can make them less
responsive to user requests in real-time or increase response times.

5.4. The risks arising from network bandwidth limitations

Network bandwidth capacity is a crucial aspect that impacts the security and
efficiency of embedded IoT devices. Limited bandwidth can lead to several serious
security risks. Let us delve deeper into these risks, including the mathematical models
used for their analysis.
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5.4.1. Network overload

A high traffic volume can overload the network, leading to data transmission delays
or service denial (DoS attacks). Attackers may deliberately create excessive traffic to
cause such overloads.

The use of Markov process models or queueing models, particularly the M/M/1
model, is proposed to analyse network overload.

In this model, the input packet stream is described by a Poisson distribution with a
rate of (packets per second). At the same time, the service time follows an exponential
distribution with a rate of (packets per second).

(-2 )

where P, is the probability of having n packets in the system. The probability of service
denial (delay or packet loss) increases with the growth of ﬁ When A > p, the system
becomes unstable, leading to network overload.

5.4.2. Insufficient bandwidth

Due to limited bandwidth, securely transmitting large volumes of data is difficult,
which may lead to the loss of important information or compromise. The M/M/1/K
queuing model is proposed to analyse insufficient bandwidth, where K is the maximum
number of packets in the system.

In this model, the input packet stream is described by a Poisson distribution with a
rate of )\, and the service time follows an exponential distribution with a rate of x, with
a limit on the number of packets in the system up to K.

Ploss = ()" (-2) 6)
1

where P, is the packet loss probability due to insufficient bandwidth.

ORGH
B Iew s (7
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n

With a significant increase in P, (due to attacks or heavy traffic), the probability of
successful transmission decreases exponentially, leading to substantial delays and
data loss.

In summary, the discussed risks associated with network bandwidth are crucial for
ensuring the security and efficiency of embedded IoT devices. Limited bandwidth can
result in network overload, decreased ability to securely transmit data, susceptibility
to availability attacks, and compromises between security and productivity. All listed

risks must be considered to ensure the reliable operation of embedded IoT devices, and
appropriate mathematical models should be used for their analysis and minimization.

Psuccess =

6. Cryptographic models for risk analysis

In the context of security for embedded 10T devices, a key aspect is considering
their resource constraints. These constraints directly impact the effectiveness of
implementing security mechanisms and strategies. It is essential to realize that each
type of constraint — memory, battery charge, or energy consumption — poses unique
challenges and requires specific solutions [34]. As the analysis shows, memory, battery
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Table 2
Impact of embedded device resource constraints on information security.
Type of constraint Impact on information security
Memory limitation Complicated storage and management of encryption keys.
Limits resources available for access control and authentica-
tion.
Battery charge constraint Creates the risk of unpredictable interruptions in the de-

vice’s operation. Reduces cryptography efficiency due to low
battery charge.

Limited power consumption Leads to a transition to low-power mode, restricting the use
of powerful encryption algorithms. Affects response speed to
threats due to standby mode for energy conservation.

charge, and energy consumption constraints significantly influence the cryptographic
protection of information in IoT devices (table 2).

Memory limitations often impact the device’s ability to store encryption keys and
other essential data, increasing the risk of unauthorized access and information
leakage.

Meanwhile, battery charge limitations may lead to unforeseen disruptions in the de-
vice’s operation, reducing its reliability and the effectiveness of protective mechanisms.
Finally, limited energy consumption can restrict the application of resource-intensive
protective algorithms, particularly in the field of cryptographic security.

Each aspect requires detailed consideration and analysis to ensure effective and
adequate protection for embedded IoT devices.

6.1. Memory constraints

Memory constraints in IoT devices can pose a significant risk to data security. On
the one hand, limited memory can complicate the storage of large amounts of data
or complex software algorithms necessary for adequate cryptographic protection. On
the other hand, insufficient memory can reduce the efficiency of key management,
which is critically important for ensuring the security of communication processes.
Memory limitations in IoT devices can lead to inadequate storage and management of
encryption keys, increasing vulnerability to attacks.

The degree of impact of memory constraints on key storage, security management,
and system vulnerabilities is illustrated in the diagram (figure 3). It is based on
a conceptual analysis of memory constraints’ impact on IoT devices’ security. The
percentages indicated on the diagram reflect widely accepted expert estimates in
IoT cybersecurity based on their experience and analysis of current trends in IoT
technology development. These data do not represent specific quantitative research
but provide a general understanding of trends in the field.

6.2. Battery charge limitations

Battery charge limitations in IoT devices can cause disruptions in their operation,
especially in critical situations. This may lead to a failure to perform essential security
operations and unauthorized access to data. Additionally, a low battery charge can
limit the effectiveness of encryption and other protective mechanisms. The limited
battery life of IoT devices can result in unexpected shutdowns or reduced security
functionality, increasing the risk of data leaks.

Let us define a function that relates the battery charge level to the runtime of
security protocols. Let B be the initial battery charge level, and 7" be the duration of
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Figure 3: Impact of device memory constraints on its security.

security algorithm operation in hours. Then:
T=a-lnlnB + b, (8)

where a and b are constants based on the energy consumption characteristics of the
device.

The diagram (figure 4) illustrates the impact of battery charge limitations on the
activity of security protocols, the risk of data loss, and the constraints of protective
mechanisms. This diagram is developed based on a qualitative analysis of the effects
of battery charge limitations on IoT devices’ security. The percentages on the dia-
gram reflect estimated conclusions derived from theoretical considerations and expert
opinions in this field, emphasizing the importance of considering energy aspects in
developing protective strategies for [oT. The diagram shows that battery charge limita-
tions have the most significant impact on the risk of data loss during interruptions in
operation. This underscores the importance of developing energy-efficient solutions to
ensure the reliability and continuity of security functions.

6.3. Limitations on energy consumption

Limitations on energy consumption in IoT devices can hinder the use of resource-
intensive security algorithms, especially in cryptographic protection. This may lead
to the selection of less powerful and, therefore, less secure encryption algorithms.
Additionally, limited energy can slow detection and response to potential cyber threats.
The difficulty of using complex cryptographic algorithms in IoT devices makes them
vulnerable to advanced cyberattacks.

Let us model the efficiency of cryptographic algorithms about energy consumption.
Let E represent the effectiveness of the applied algorithm’s security properties, and P
represent energy consumption. Then, the efficiency of cryptographic algorithms can
be described by a polynomial function:

E201'P2+02'P+C3, 9)

where ¢;, ¢o and c3 are coefficients determined based on the computational capabilities
of the device.
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Figure 4: Impact of battery charge limitations on device security.

The figure 5 depicts the diagram of the impact of energy consumption constraints
on the security of 10T devices. The data for this diagram were formulated based
on expert discussions and an assessment of the potential consequences of limited
energy consumption on the protective mechanisms of IoT devices. The percentage
indicators reflect the generalized specialist opinion on the importance of this aspect
in the context of the development and application of cryptographic security systems.
The diagram shows that limited energy consumption most significantly affects the
selection and effectiveness of secure algorithms. This emphasizes the need to develop

energy-efficient cryptographic solutions with adequate security and constrained energy
consumption.

100
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T
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T

Impact level, %

Encryption efficiency  Algorithm safety Threat response
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Figure 5: Impact of device energy consumption constraints on its security.
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6.4. Bandwidth limitation

Network bandwidth limitation significantly impacts the security of embedded IoT
devices. High traffic volume can overload the network, reducing the effectiveness of
security protocols such as encryption and authentication. Data may not be transmitted
promptly when the network is overloaded, opening opportunities for DoS attacks.
Attackers can generate excessive traffic that overwhelms the network, making it
unavailable to legitimate users.

Additionally, limited bandwidth can lead to data packet loss, especially during peak
loads. Loss of critical data compromises the integrity and confidentiality of transmitted
information, increasing the risk of unauthorized access or data manipulation. This
also affects the effectiveness of security algorithms. Many, such as encryption and
authentication, require stable and fast communication. Decreased bandwidth can
reduce the efficiency of these algorithms, making the system more vulnerable to
attacks.

Attackers can exploit limited bandwidth to launch DoS and DDoS (Distributed
Denial of Service) attacks to block access to critical services or devices. This can
seriously affect the operation of IoT systems, especially in critical applications such as
medical devices or industrial control systems. Ensuring adequate bandwidth becomes
evident when supporting the effective operation of security protocols and protection
against potential cyber threats.

The impact of bandwidth limitation on various aspects of IoT device security is
illustrated in the graph (figure 6). The percentage indicators reflect expert assessments
of the importance of each element in the context of limited bandwidth. It illustrates
the impact of bandwidth limitation on IoT device security, emphasizing the importance
of considering this factor when developing security strategies for IoT systems.

100

80%

80

Impact (%)

Network Data loss Reduced Availability
overload security attacks
algorithm
efficiency

Security aspects

Figure 6: Impact of bandwidth limitation.
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7. Strategies for optimizing security in IoT devices with limited
resources

Optimizing IoT devices’ limited resources becomes crucial for ensuring their security.
This requires an innovative approach that considers both technical constraints and
security needs. By focusing on key aspects of such limitations, such as memory,
battery charge, and energy consumption, effective strategies can be developed to
enhance the security level of IoT systems.

To evaluate the effectiveness of the proposed strategies for protecting resource-
constrained IoT devices, quantitative metrics were used to measure reductions in
energy consumption, memory savings, encryption execution speed, and authentication
speed. The approaches, tools, and metrics applied for each indicator are described
below, along with the results obtained.

7.1. Lightweight cryptographic algorithms

Emulators based on Arduino IDE and energy monitors such as the Power Profiler
Kit II by Nordic Semiconductor were used to test lightweight cryptographic algorithms’
energy efficiency and computational complexity. Test modules included lightweight
crypto algorithms, such as SPECK and GIFT, adapted for computations on 8- and 16-
bit microcontrollers like STM32F103 and ESP8266EX. Energy consumption metrics
were determined by comparing these algorithms to baseline AES and RSA algorithms.
Measurements demonstrated a 30% reduction in energy consumption compared to
traditional cryptographic methods and a 40% decrease in computational complexity,
as evidenced by the cyclic execution of test blocks.

7.2. Power management algorithms

The effectiveness of adaptive power-saving algorithms was evaluated using energy
monitoring tools such as the INA219 for real-time power consumption monitoring.
These algorithms dynamically adjusted energy usage depending on data processing
intensity, reflected in the measured current consumption. Test results showed an
average reduction in energy consumption of 25% and a 20% extension in device
runtime, enabling sustained autonomous operation.

7.3. Memory usage optimization

Memory usage was assessed using the GNU Compiler Collection (GCC) with built-in
memory analysis tools such as Valgrind and Memcheck, which tracked memory uti-
lization during encryption operations. Optimizing cryptographic key storage methods
resulted in a 35% reduction in memory requirements compared to baseline algorithms,
allowing for more data to be stored without risking buffer overflows.

7.4. Adaptive security mechanisms

Adaptive security mechanisms were tested using the MATLAB Simulink simulation
environment, which models changes in dynamic workload and resource constraints.
Analysis revealed that adaptive algorithms reduce the computational load by 15% dur-
ing low-demand periods, thereby decreasing peak energy consumption by 10%. This
enables IoT devices to automatically adjust to changing conditions while maintaining
the required level of security.

7.5. Authentication algorithms

Authentication speed was evaluated using the Crypto++ Library testing environ-
ment, which simulates computations on resource-constrained platforms. Lightweight
authentication algorithms, such as HMAC-SHA1, demonstrated a 20% reduction in
authentication time, improving overall system performance without compromising se-
curity. These measurements were performed under real-world device load conditions.
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7.6. Optimized communication protocols

Communication protocols were assessed through simulations in the Network Simu-
lator 3 (NS-3) environment, enabling performance analysis of network protocols under
varying load conditions and limited bandwidth. A reduction in latency by 18% and im-
proved data transmission stability confirmed the effectiveness of optimized protocols,
which are critical for reliable operation in resource-constrained environments.

8. Discussion

In light of the conducted analysis, the need for further research on the security
of resource-constrained IoT devices becomes evident, encompassing both technical
and practical aspects. One of the key directions for future studies is developing and
implementing optimized algorithms that consider the specific limitations of IoT devices,
such as low computational power and limited memory. Advancing more efficient
algorithms can significantly reduce device workloads without compromising security
levels. This is particularly critical for devices operating in sensitive environments,
such as medical and industrial systems [7, 13].

A promising avenue is the design of lightweight yet reliable cryptographic algorithms
capable of providing high levels of security while utilizing minimal resources [27, 43].
Future research could focus on developing algorithms that optimize memory and
energy usage while offering protection against emerging threats, such as quantum
attacks or hardware-level attacks on device components.

Equally important is creating flexible and adaptive security systems that adjust
to changing resource constraints and evolving threats [1]. This includes adaptive
authentication and encryption protocols that automatically adjust security parameters
based on current operational conditions [14]. Research in this area could aim to
develop algorithms capable of dynamically modifying security levels and computational
complexity according to the device’s environment.

Special attention should be given to energy-efficient technologies, as energy is one
of the most critical constraints for IoT devices [27, 43]. Enhancing device autonomy
without increasing their size or cost can significantly improve the reliability of IoT
systems in real-world conditions. Promising research areas include integrating energy-
harvesting technologies from the surrounding environment and intelligent energy
management systems, enabling devices to operate longer with minimal resource
expenditure [14].

Additionally, future research could address interaction aspects between various IoT
system components to improve their coherence while ensuring higher overall security
and efficiency [16]. Considering resource constraints and security requirements,
developing methods that optimize coordination between devices is crucial [3].

The application of generative Al in IoT security is an emerging field with significant
potential. Lopez Delgado and Lopez Ramos [22] provide a comprehensive survey on
generative Al solutions in IoT security, highlighting their ability to enhance automated
threat detection and response. However, they also note challenges such as occasional
inaccuracies, high training costs, and potential misuse by cybercriminals. Further
research is needed to address these issues and fully harness the power of generative
Al in IoT security [22].

Addressing the unique security challenges of resource-constrained IoT devices
requires a multifaceted approach that integrates technical innovations, strategic plan-
ning, and consideration of real-world deployment scenarios [39, 49]. By focusing on
key aspects such as lightweight cryptography, adaptive security mechanisms, energy
efficiency, and component interaction optimization, future research can significantly
enhance the security and reliability of IoT systems in the face of evolving threats and
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resource limitations [42].

9. Conclusions

It is important to recognize that effective security requires a multidimensional ap-
proach to ensuring security for IoT devices with limited resources. This approach
should integrate technical innovations and strategic planning. Considering the
constraints in memory, power consumption, and computational power, developing
lightweight cryptographic algorithms that utilize minimal resources becomes a priority
to ensure reliable data protection.

Another crucial aspect is adapting security systems to the changing operational
conditions of IoT devices. Security systems should be flexible, adaptive, and capable
of maintaining a high level of security despite resource limitations. This includes tech-
nical aspects and operational resource management, especially energy and memory.

Innovations in authentication algorithms and energy-efficient technologies are essen-
tial for enhancing the autonomy and reliability of IoT devices. Further research should
focus on developing solutions that efficiently operate under resource constraints while
providing reliable protection against current and future cyber threats.

The emerging field of Generative Al offers significant potential for enhancing IoT
security. As highlighted by Lopez Delgado and Lopez Ramos [22], Generative Al can
improve automated threat detection and response capabilities. However, challenges
such as inaccuracies, high training costs, and potential misuse must be addressed
through further research to realize the benefits of Generative Al in IoT security fully.

Given the rapid advancement of technologies and the constant growth of cyber
threats, continuous updating and adaptation of security mechanisms are integral
parts of a security assurance strategy. Updating security solutions in response to new
threats will help maintain high protection while expanding the possibilities of applying
IoT technologies in various domains.
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